NSCSM Computer Forensics - Practical 2A

School of Computing
IT8003 Digital Forensics and Investigation

Practical 2A: Refined Results on Magnet AXIOM Examine

Introduction

Performing keyword and searching can help a forensic examiner to narrow down the relevant
artifacts during analysis. Thus, it is important for a forensic examiner to understand the case
background and build a list if search term which can identify evidence that is relevant to the
matter. Refine you search results is another element to keywords searches because it helps
forensic examiner to eliminate the nosie and it can provide a more quality search results.

Learning Objective

In this lesson, students will take part in lectures, instructor-led exercises, and student practical
exercises to learn the way in which Magnet AXIOM Examine organizes artifacts within the
Refined Results parent category. Students will be able to perform and examine sources of
searches such as Google and parsed search queries. At the conclusion of this lesson, students
will be able to identify, discuss, and utilize artifacts found within the Refined Results
category of AXIOM Examine to further a forensic examination.

Exercise 1. Opening Magnet Practical Case

1. Open the application “Magnet AXIOM Examine”. (Note: right-click on “Magnet
AXIOM Examine” icon and run as administrator)

Open file location
® Run as administrator II
Troubleshoot compatibility

Pin to Start
Ea Scan with Windows Defender...
Pin to taskbar

Restore previous versions

Send to >
Cut

Copy

Create shortcut
Delete

Rename

Properties
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u Magnet AXIOM Examine v3.10.0,18500

File Tools Process Help

2. Upon Magnet AXIOM Examine start up, click on “Browse to a Case”

[ Browsetoacase |

Open a recent case

Ci\Users\commonhDesktop\DFl Magnet PracticalAXIOM - Cct 01 2020 185000
ChUsers\commeon'DesktopiMagnet Case File\DFI_Practical_1_Case

Ch\Users\commoniDesktop\DFl Magnet PracticaPDF|_Practical_1_Case

O X

B select File

=

Organize *  New folder

A window will appear that will allow you to select a Magnet AXIOM Case, navigate
to “Desktop” — “Magnet Case File” — “DFI Practical 1 Case” and select “Case”

> ThisPC > Desktop » Magnet CaseFile > DF|_Practical_1_Case

X

~ © | SearchDF| Practical 1 Case 0

vy @ @
Name Date modified Type Size
st Quick access
B Deske IjCase 9/30/2020 11:15 AM__MFDE File 171,104 k8 |
esktop

< Downloads

[£ Documents

&= Pictures

DFI_Practical_1_Cas
EncaseKeys

D Music
& videos

@ OneDrive
[ This PC

¥ Network

File name:

| [ mdoM Case Files

Cancel
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Upon selecting the case, Magnet AXIOM Examine will start an you arrived in Magnet

AXIOM Examine Interface Dashboard

B Mognet AXOM Bxamine v3.100.18500 - DFLPract 01

CASE OVERVIEW

CASE SUMMARY NOTES

CASE PROCESSING DETAILS

CASENUMBER  DFI_Pract 001

SCAN 1
Scanned by
Scan date 0/28/2020 12:28:24 PM
Scan description

CASE INFORMATION

inform;

OPEN LOG FILE

Google Searches

ear in the VIEW EVIDENCE FOR THIS

EVIDENCE OVERVIEW

ADD NEW EVIDENCE

=2

PLACES TO START

& JustineBeaufort.E01 ARTIFACT CATEGORIES &

VIEW ALL ARTIFACT CATEGORIES

SOURCE ONLY

Evidence number JustineBeaufort,
E01

Evidence source Al

Description
67,038
61,793
Location JustineBeaufort. 54950
E01

Platform  Computer

A CHANGE PICTURE

TAGS AND COMMENTS ¥
MAGNET.AI CATEGORIZATION ¥
CPS DATA MATCHES ¥
& KEYWORD MATCHES =v

PASSWORDS AND TOKENS ¥

MEDIA CATEGORIZATION = ¥ PROFILES ¥

Time zane UTC+000

The Google Searches artifact group, under Refined Results, compiles searches made via the
Google webpage by any supported browser. The Details Card provides the following

information:

Artifact Information | Description

Search Term This information is embedded in the URL itself; this is common
to most search engine websites.

URL The full URL from Google.

Date/Time Date and time the search was executed. The source of this
information will vary by browser.

Web Page Title The title of the web page that appears in the browser’s title bar.

Original Artifact The AXIOM Examine artifact category (under the Web Related
parent category) from which the information was parsed.

Evidence Description

Information

Source The directory path (including file name) of the browser artifact
from which the data was parsed.

Location Location of the data within the source file or object. The example
shown is a History SQLite database from the Chrome browser;
the specific database table entries are listed. In some cases, if the
data doesn’t come from a database of some sort, the offset from
the beginning of the file or object will be listed.
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DETAILS

ARTIFACT INFORMATION

URL

Date Visited Date/Time
Title
Typed Count

Transition Type

https://www.google.com/search?
riz=1C1CHBF_enU5842U5842&biw=12808:bih=689&ei=dDuaX)
POKILSsAX414Vo&q=where+to+ buy+owl
+eggsdioq=wheredigs_|=psy-
ab.1.0.35i39j0i6712j0i131j0i67j0i131j0j0i67j0j0i131.5779.9999..1
1769...9.0..0.192.2159.0j14....3..0.... 1..qws-
WiL.......0i131i67j0i10.2gnuQgbgm6Q

3/26/2019 2:47:31 PM ©
where to buy owl eggs - Google Search

0

FORM_SUBMIT

EVIDENCE INFORMATION

Source  ltem01_HPHardDrive.E01 - Partition 2 (Microsoft NTFS, 199.9
GB) Operating Sytem\Users\Justine B\AppData\Local\Google
\Chrome\User Data\Default\History

Recovery Method Parsing
Deleted source
Location  Table: visits(id: 57)
Table: urls(id: 41)

Evidence number Item1: HP Hard Drive.

Figure 3-1-7: Details Card for A Google Search

To replicate these results, conduct a search for “owl eggs” and then select the Chrome Web
Visits Artifacts.
L

File Tools Process Help

fuidence + Arifacts - Contenttypes ~  Dateandtime = Togs and comments - Proiles ~ Partlresuts = Keyword lsts - ki tone Medis categorization ~

FILTERS CLEAR FILTERS ADVANCED
Media attriutes (VICS) = owleggs

« 5  MATCHING RESULTS (1 of 417) https://www.google.com/search?rlz=1C1CHBF en... # » @

2

- " " 9

MATCHING RESULTS 14 URL Date Visited... Tite Type i | Tramsiti 3] item1: HP Hard Drive. e

hitps/fv googie.com/searchirz=CTCHBE enUS... 3/26/2019 24731 PM  where to buy owl eggs - Google Search 0 FORM_SUBMIT 5

REFINED RESULTS 7 g

- DETAILS |

G Google Searches 7 2

=

WEB RELATED 4 ARTIFACT INFORMATION .

@

@ Chrome Keyword Search Terms 1 URL  hitps://www.google.com/search? 2

e 1CICHBF enUSB42US8428 biw=12808ih=689ei-dDuaX) g

@ Chvome Web History 1 POKILSSAX414VoRiq-whereto+buy owl g

+eggsioq-wherefugs I=psy- 3

& Chrome Web Visits 1 ab. 57j0j0i131.5779.9999..1 8

© Webkit Browser Web History (Corved) 1 e 2

DOCUMENTS 3 Date Visited Date/Time ~ 3/26/2019 2:47:31 PM ®
Title  where to buy owl eggs - Google Search
Typed Count 0

Transition Type  FORM_SUBMIT

EVIDENCE INFORMATION
Source  Item01_HPHardDrive.E01 - Partition 2 (Microsoft NTFS, 199.9
GB) Operating Sytem\Users\Justine B\AppData\Local\Google
\Chrome\User Data\Default\History
Recovery Method  Parsing
Deleted source
Location  Table: visits(id: 57)
Table: urls(id: 41)

Evidence number Item1: HP Hard Drive.

Figure 3-1-8: Filters Applied
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Parsed Search Queries

The Parsed Search Queries artifact group compiles searches made on sites other than Google.
This would include searches performed on popular sites such as Yahoo, Facebook, Bing,
YouTube, etc. The Details Card provides the following information:

Artifact Information | Description

Search Term This information is embedded in the URL itself; this is common
to most search engine websites.

URL The full URL from Google.

Date/Time Date and time the search was executed. The source of this
information will vary by browser.
Search Engine The search engine used to search for the keyword(s).

Web Page Title The title of the web page that appears in the browser’s title bar.
Original Artifact The AXIOM Examine artifact category (under the Web Related
parent category) from which the information was parsed.

Evidence Description

Information

Source The directory path (including file name) of the browser artifact
from which the data was parsed.

Location Location of the data within the source file or object. The example

shown is a History SQLite database from the Chrome browser;
the specific database table entries are listed. In some cases, if the
data doesn’t come from a database of some sort, the offset from
the beginning of the file or object will be listed.

File Tools Process Help
FILTERS Evidence ~ Artifacts ~ Content types ~ Date and time ~ Tags and comments ~ Profiles ~ Partial results ~ Keyword lists ~ Skin tone ~ Media categorization ~ M
« # EVIDENCE (264)
ALL EVIDENCE 155,661 Search Term URL Date/Time Date... Search Engine Goo...
owls in south carolina hitp bing.com/search’q=ouwl th=ca... Bing
REFINED RESULTS 3,361 s in south bend ttps:/fwwaw. bing.com/search?q=cwls%20in%20s0ut... Bing
BB Classifieds URLs 514 baby owls hittps:/ bing.com/search?q=baby%20owls&as... Bing
+22 Cloud Services URLS W free ouls hitp bing.com/searchq=f Bing
owls in south carolina https:/fwnaw bing.com/searchq=owl heca Bing
I3 Facebook URLs 520
baby owls hitp bing.com/searc OowlsBigs.. Bing
24 Google Analytics First Visit Cookies 2
owls in south bend https//wvww.bing.com/search?q=owls%20in%20sout... Bing
| Cg e e D e s g south bend owls hittps://www.facebook.com/search/top/iq=south%2...  3/26/2018 2:53:56 PM Facebook
ad Google Analytics Session Cookies 2 bam owls hitps://www.facebook.com/search/top/ig=bam%20...  3/26/2018 2:55:14 PM Facebook
¥ Google Maps Queries 172 owl movies hitps:/ tube.com/ h_query=owl.. 3/26/2019 3:14:49 PM Youtube
G Goagle Searches sz black owls hitp youtube.c h_query=bla..  3/26/2019 3:16:20 PM Youtube
o _- owl htps: tube.con h_g 3/26/2019 316:31 PM Youtube
baby owls hitps//www.youtube com/results?search_query=ba...  3/26/2019 3:16:40 PM Youtube
\ Parsed Search Queries 264
another name for owls hitps: youtube.con h_query= 3/26/2019 317.09 PM Youtube
& Rebuilt Webpages 366 ;
cartoon owl htps:/fwvwyoutube.com/results?search_query=car...  3/26/2019 3:17:20 PM Youtube
< Social Media URLs gl free owls tp bing.com/search?q=T 3/26/2019 455:30 PM Bing
$ TaxSite URLs 1 baby owls https,//www.bing.com/searchlq=baby%20owlsbgs...  3/26/2019 456:41 PM Bing

owls in south carolina hit, 3/26/2019 4:56:50 PM Bing

ps:/fwwwbing.com/search?g=owl

Figure 3-1-12: Evidence Pane Of Parsed Search Queries

&) Torrent URLs
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Cloud Services URLs

The Cloud Services URLs artifacts group lists URLs related to usage of cloud-based storage
services. URLs listed here are compiled from the activity of various browsers. About 50 cloud
services are supported, including OneDrive, SkyDrive, Carbonite, Google Drive, Dropbox,
Box, and more. For a full listing of supported domains, see the Artifact Reference, accessible
through the Help -> Documentation menu.

Component Description

Site Name The name of the cloud service website.

URL The URL of the cloud service website.

The date and time that’s associated with the artifact where the
URL is from. (UTC)

Date/Time

Artifact The artifact that the cloud service URL is from.

The AXIOM Examine artifact category from which the
information was parsed.

Original Artifact

File Tools Process Help

FILTERS Evidence ~ Artifacts ~ Content types ~ Date and time ~ Profiles ~ Partial results = Skin tone *

« %  EVIDENCE (112)

Tags and comments = Keyword lists =

ALL EVIDENCE 155,661 Site... URL Date/Time Date... Artifact
OneDrive https:/{onedrive.live.com/redirf page=view&resid=1... Potential Browser Activity
REFINED RESULTS 3.361 OneDrive https://api.onedrive.com/v1.0/ Potential Browser Activity
EE Classifieds URLs 514 OneDrive https://onedrive.live.com/embed Potential Browser Activity
2 Cloud Services URLs 12 OneDrive https://onedrive.live.com Potential Browser Activity
n Facebook URLS 520 OneDrive https://onedrive.live.com/fw?ru=https.//onedrive liv... Potential Browser Activity
OneDrive httpsi//onedrive.live.com/fw?ru=https¥3A%2F%2Fo.. Potential Browser Activity
ad Google Analytics First Visit Cookies 2
OneDrive https://enedrive.live.com/Tid={0}8cid={1}&group=0... Potential Browser Activity
Google Analytics Referral Cooki 2
al Google Analytics Referral Cockies Dropbox https://www.dropbox.com/s/ph996teo6z5fppw/Beer... Potential Browser Activity
o @y = Sl T Sy (fanties & CneDrive https://api.onedrive.com/v1.0 Potential Browser Activity
#* Google Maps Queries 172 OneDrive https://api.onedrive.com/v1.0/drive/items/%ls/thum... Potential Browser Activity
& Google Searches 544 Dropbox https://api-content.dropbox.com/1/files/auto Potential Browser Activity
8 Identifiers 305 Dropbox https://api-content.dropbox.com/1/files_put/auto Potential Browser Activity
- Dropbox https://api.dropbox.com/1/metadata/auto Potential Browser Activity
y Parsed Search Queries 264
OneDrive https://api.onedrive.com/v1.0 Potential Browser Activity
%, Rebuilt Webpages 366 : - : :
OneDrive https://enedrive.live.com/Tid={0}8cid={1}&group=0... Potential Browser Activity
Eilccalbiccillits pe OneDrive https://api.onedrive.com/v1.0/drive/items/%ls/thum... Potential Browser Activity
$ Tax Site URLs 1 OneDrive https://api.onedrive.com/v1.0/drive/items/[tab] Potential Browser Activity
&) Torrent URLs 6 OneDrive https://enedrive live.com/sync?v=placeholders Potential Browser Activity

IT8003

Figure 3-1-14: Cloud Services Urls
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Exercise 2. Determining Dropbox Usage

5. Continue from step 4 of Exercise 1, click on the “Case Dashboard” at the top of
Magnet AXIOM Examine interface and navigate to “Artifacts”

@ Magnet AXIOM Examine v3.10.0.18500 - DFI_Pract_001 - X

File Tools Process Help

|} Cose dashboard
Fﬂ; — 1 EVIDENCE OVERVIEW PLACES TO START
Connections I
CA{ %5 Fie system 2 JustineBeaufort.£01 =a ARTIFACT CATEGORIES N
fed g Registey re. These notes villappear inthe viEw evpEnGe FoR s VIEW ALL ARTIFACT CATEGORIES
casq [ Timeline ol
Evidence number JustineBeaufort, Evidence source Al
Examiner name E01
i Number of arifacts 194,998
Case summary escrption
v Operating System 67,038
61,793
Location JustineBeaufort. Wet: 54950
E01 Documents | 6,466
Platform  Computer No picture added Refined Results | 3,678
Custom | 602
Chat | 216
CASE PROCESSING DETAILS 2 CHANGE PICTURE t
CASENUMBER DFI_Pract_ 001 7AGS AND COMMENTS .
SCAN 1
Scanned by MAGNET.AI CATEGORIZATION ¥
Scan date  9/28/2020 12:28:24 PM
Scan descrption
" CPS DATA MATCHES ¥
CASE INFORMATION 2 KEYWORD MATCHES =¥ PASSWORDS AND TOKENS ¥

The Case Information it file contains information about how the
case was processed. For example, the file includes the settings that
re applied to the search, search type, number of artifacts
discovered, and more.

OPEN CASE INFORMATION FILE

MEDIA CATEGORIZATION = ¥ PROFILES ¥

ntains information about any errors
run, and general debugging

Time zone  UTC+000

B14PM
= ) 10/1/2020

—> “Cloud Services URLSs” artifact category.

=

H O Type here to search m
6. Highlight the “Refined Results”

B Mognet AXOM Examine 3.100.18500 - DF_Pract 001

-

File Tools Process Help

Eidence - Adfacts ©  Contenttypes -  Dateandtime -  Tagsandcomments ~  Profles ~  Prfalresults = Keyword lsts -
FILTERS ADVANCED
Skintone ~  Media categorization ~  Media attibutes (VICS) ~
« - 2 o»
EVIDENCE (103) Dropbox 8
2
N . o
ALL EVIDENCE 194,908 site.. URL Date/Time Date. © A Some nformton shout s e comnot b diplye ¥ | O
<
REEINED]RESULTS B.678 https//onedrive fve com/redir2page=viewduresid=1 P &
&5 Clssifiecs URLs 515 https//api onedrive.com/s1.0/ Po DETAILS 2 2
H
2 Cloud Services URLs 103 hitpsy//onedriveve.com/embed Po 2
riveve com o ARTIFACT INFORMATION
B3 Facebook URLs 556 ttp//onedrive , @
ttpsi//onedriveve.c Po Site Name  Dropbox I
124 Google Analytics Firs Visit Cookies 3 s
ttpsi//onedriveve.c Po URL  hetp//dlLdropbox.com/u/ g
Google Anlytics Referral Cookies 3
e 3% htps drive live.com/7id={0}&cid={1)&group=0.. Po Original artifact ~ Potential Browser Activity g
4 Google Analytis Session Cookies 2 s/ /u dropbar com/s/gh396teotzSfppu Po £
2 Google Maps Queries 2 spionedivecomi10 o EVIDENCE INFORMATION
G Google Searches 73 OneDrive api.onedrive.com/y1,0/drive/items/ %l thum... fo Source  JustineBeaufort£01 - Partition
2 (Microsoft NTFS, 199.9 GB)
s s Dropbox api-contentdropbox.com/1ffles/auto Po Operating Sytem\pagefile.sys
Dropbox api-contentdropbox.com//flkes_put/auto Po ecovery Methor
Locally Accessed Files and Folders 108 g " ” - Recovery Method
apidropboxcom/T/metadata/auto Po Deleted source
& Malware/Prishing URLs 2
api.onedrive.com/v1.0 Po Location _File Offset 302378074
X Parsed Search Queries 220 —— o
Evidence number JustineBeaufort EO1
R Passwords and Tokens 5 spionedrivec %o
) Rebuit Desktops (Windows} 1 rivevec P
@ Rebuilt Webpages 375 spionedrivec Po
<//apionedrive.cs Po
<% Social Media URLs 658 P
Sky Drive elive.com/2cid={hexcid)Bdd=resourc.. Po
S ToxSite URLs. 1
Dropbox wdropbox.com e
(O =l ° Dropbox wdropbox.com/ e
WEB RELATED 54,950 Dropbox wdropbox.com/h e
Dropbox wdropbox.com/h e
CHAT 216 Dropbox w.dropborcom/|/AAgolzoriOunX YBWSO, e
MEDIA 61,793 Dropbox w.dropborcom/1 e
Dropbox w dropbox.com/login_notification/ e
EMAIL 211

H L Type here to search

Time zone  UTC+000

o) B6PM

10/1/2020

=

7. We want to see if we can determine the account associated with the Dropbox account
and if the user has logged in and/or downloaded any materials from Dropbox.
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8. Using the “search term” Filter bar, conduct a search for “account”
Evidence ~ Artifacts = Content types ~  Date and time ~ Tags and comments ~ Profiles = Partial results = Keyword lists =

FILTERS | sccoount E‘ ADVANCED
Skin tone ~ Media categorization ~ Media attributes (VICS) ~

a. Note the search results: two hits, one of which has a URL containing
“subject_account id”.

File Tools Process Help
Bidence ~  Atifacts *  Contenttypes *  Dateandtime ~  Tags and comments ~ Profiles Partial results
FILTERS CLEAR FILTERS ADVANCED
Keyword lsts = Skin tone ~ Media categorization ~ Media attributes (VICS) ~ account
« » 2 >

MATCHING RESULTS (2 of 103) [ Cotumnview - || Dropbox i+
Z
MATCHING RESULTS 2,266 Site... URL Date/Time Date... Artifa Some information about this item cannot be displayed ¥ §
Dropbox httpsy//wwmw.dropbox.com/nav_menu?_subject acco...  3/26/2019 5:05:50 PM Chrome g
o
REEINEDIRESURLS EL Dropbox  hittps://dl-web.cropbox.com/account photo/get/db...  3/26/2019 5:05:50 PM Chrome <
G Cloud Services URLs 2 DETAILS # a
=
[} Facebook URLs. 4 2
ARTIFACT INFORMATION @0
24 Google Analytics First Visit Cookies 1 i
Site Name  Dropbox z
24 Google Analytics Referral Cookies 1 o
URL  https://www.dropbox.com/ 13
8 Identifiers 21 nay_menu 2
_subject account id=dbid:AACN 8
A Passwords and Tokens 2 SE0ST- b4
) TSUCUETAWZWWrbZ6g0Er2CM =

<% Social Media URLs 3 funay.data version.d

9. Clear all filters after you are done with the exercise and continue to Exercise Question

Evidence ~  Arifacts ©  Contenttypes ~  Dateandtime = Tags and comments = Profiles ~ Partial results ~

FILTERS CLEAR FILTERS ADVANCED

Keywaord lists ~ Skin tone Media categorization ~ Media attributes (VICS) ~ account

Exercise Question 1
10. Search for the following terms in the “search term” filter bar window, removing each
after examining the results:
a) How many hits on the Keyword “Login”

19

File Tools Process Help

Evidence ~ Atifacts Contenttypes ~  Dateandtime ~  Tagsand comments = Profiles ~ Partial results
FILTERS CLEAR FILTERS
Kepword lists ~ Skintone = Media categorizaion = Media atrbutes (VICS) ~ Login
« o o»
MATCHING RESULTS (19 of 103) Dropbox 2
3
y . : 5 s
MATCHING RESULTS 1,066 St ukL USRI Datcs Antiac JustineBeaufort.E01 o
T — P ——— @remo 5
S
REFINED RESULTS 80 Dropbox iropbox.com/login_notification/this_w. Chrome <
DETAILS 2 g
Cloud Services URLs 19 Dropbox bty dropboxcom/ 019 505354 P Chrome 2
T3 Focebook URLs T Dropbox ropborcom/login_notiication/this . 019 50726 P Chrome 5
Dropb b i . b 019 50726 PM . k AARTIFACT INFORMATION
SEm e N ropbox ropborcom/login_notification/this . 7 Chrome g
Dropbox ropboxcom/ Potenti Site Name . Dropbox 2
8 Identiiers 1
Dropbox acebookcom/t? Chrome URL g dropbox o/ 2
cally Accessed Files and Folders. login_notification/this was me?
LS Dropbox  htt wfacebookcom/tr/? Chrome oref-eurequest id =81823bf34 g
7 Passuords and Tokens 4 Dropbox  hitpsi/pradslinkedin.com)s Chrome S sszchasea0ztacl =
. Rebuit Webpages 7 Dropbox acebookcom/to Chrome Original artfact_ Chrome Favicons
< Social Media ULs % Dropbox facebook.com/ti?
Dropbox ice.googlecom/ddm; EVIDENCE INFORMATION
WEB RELATED 723
Dropbox bty 201, doubleclicknnet/actiyide_pre=.. Chrome Source  JustineBeaufort£01 - Partition 2
. . (Microsoft NTFS, 199.9 GB)
CHAT 2 Dropbox 91 i doubleclicknet/sctiviyisrc=816 Chrome Operating SytemUsereuostine
Dropbox  hitpsi/googleads g doublecicknet/pageadviewthr Chrome BVAppData\Local\Google
MEDIA 8 \Chrome\User Data\Default
Dropbox ting dropboscom/login_notfication/t Chrome \Favicons
EMAIL 57 Dropbox ropborcom/login_notiication/this . 019 50725 P Chrome ¢ Recovery Method
Dropbox ropborcom/login_notification/this . 019 50726 P Webkit & Deleted source
DOCUMENTS 140 Dropbox ropbox.com/login_notification/this . Potential Location  Table: favicons(id:
OPERATING SYSTEM 56
Table: favicon_bitmaps(id: 58)
Evidence number JustineBeaufort 01

b) How many hits on the Keyword “this_was_me”
17
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11. Based on this information,

12. Clear all filters when you are done with the exercise and proceed on to the next

IT8003

FILTERS

stated.

exercise.

Evidence ~
FILTERS

rd lists =

File Tools Process Help

MATCHING RESULTS 43

REFINED RESULTS 25

17

4
@, Rebuilt Webpages 3
< Social Media URLs 1
WEB RELATED 18

Artifacts =

Skin tone ~

Artifacts ~

Skin tone

B Magnet AXOM Eamine v3,10018500- DFLPract o1

Content types ~

Media categorization ~

MATCHING RESULTS

Date and time ~

Tags and comments ~

Media attributes (VICS) ~

(17 of 103)

Profiles

Partial results ~

this_was me

CLEAR FILTERS

Site... URL
Dropbox
Dropbox
Dropbox
Dropbox
Dropbox
Dropbox
Dropbox
Dropbox
Dropbox
Dropbox
Dropbox
Dropbox
Dropbox
Dropbox
Dropbox
Dropbox
Dropbox

Content types =

Media categorization =

Date and time ~

hitpsi//www.dropbox.com/login_notification/this .

ropbox.com/login_s
ropbox.comy/login_s

ropbox.com/login

rketing dropbox.comy/login_nofification/t.

ropbox.comy/login_s tion/this_u.

ropbox.com/login_s tion/this_w.

ropbox.com/login_notification/this_u.

Media attributes [VICS) ~

2A-9

Date/Time Date...

Tags and comments ~

50731 PM
950725 PM
507:26 PM

Profiles ~

this was me

Artifact

Chrome Favl

Chrome Cac!
WebKit Brow

Potential Br

Partial results ~

Dropbox

JustineBeaufort.E01

DETAILS

ARTIFACT INFORMATION

SiteName  Dropbox

URL  hittps://www.dropbox.com/
if is_was_ me?

login_notificationy/th

oref-eBirequest id=8182c3b34d
32d2d55a78925¢b996502&role=

personal

Original artifact  Chrome Favicons

EVIDENCE INFORMATION

Source  JustineBeaufort.EO1 - Partition 2

(Microsoft NTFS, 199.9 GB)

Operating Sytem\Users\Justine B
\AppData\Local\Google\Chrome

\User Data\Default\Favicons

Recovery Method
Deleted source

Location  Table: faviconsfid: 30)

Table: icon_mapping(id: 261)
Table: favicon_bitmaps(id: 58)

Evidence number JustineBeaufort.E01

it suggests that the user has a Dropbox account ID and that
he has logged into the account. Without further evidence, this cannot be conclusively

TAGS, PROFILES & MEDIA CATEGORIES

ADVANCED
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Exercise 3. Research of Owls

13. We want to see if there are any Google Searches or Parsed Searched Queries related
to barn owls.
b. In the “Artifacts” dropdown of the Filter Bar, type the word “search” into the
Find bar at the top. This will filter the artifact list to only those that have
“search” in it.

Artifacts = Content types = Date and tir

search

Resat

[] Ares Search Keywords

[ ] Chrome Keyword Search Terms
Google Searches

Parsed Search Queries

CANCEL OKAY

c. Check “Google Searches” and “Parsed Search Queries”; click “Okay”.
d. The resulting filter should only show these two artifact categories.
e. Inthe “search term” filter bar window, key in “barn owl” and click “Go”.

Exercise Question 2
a) Select the Google Searches artifact category. How many Google Searches are there
related to barn owls?

B Magnet aon

File Tools Procs

ine v2.10.0.18500 - DFI_Pract_001 - x

elp

Google Searches, Pars... ~  Contenttypes ~  Dateandtime ~  Tagsand comments = Profiles ~
FILTERS CLEAR FILTERS
Partial results ~ Keyword lists Skin tone Media categorization ~ Media attributes (VICS) = barn owl *

“ ' MATCHING RESULTS (13 of 194,998)

MATCHING RESULTS 13

kil
¥

* -| barn owls

< JustineBeaufort.E01

REFINED RESULTS 13
DETAILS 2

s 3/26/2010 25514 PM
R ARTIFACT INFORMATION

s 3/26/2010 25514 PM

55 PM

TAGS, PROFILES & MEDIA CATEGORIES

Source.

Recovery Method
Deleted source

Location
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b) Select the Parsed Search Queries artifact category. How many parsed searches are
there related to barn owls? What social media platform did the user conduct these

searches on?
7

@ Magn et AXIOM Exarnine 310018500 - DFL_Pract_001 - X

File Tools Process Help

Gidence - GoogleSearches Pars.~  Conlenttpes = Doteandtine ~  Tagsandcomments = Profes ~
FILTERS CLEAR FILTERS
bt~ Kepwodlits - Sintone ~  Mediscotegoriation © edstrbutes (S < Bamowl =
« 2 o»
MATCHING RESULTS (7 of 230) barn owls
MATCHING RESULTS 13 - i t.E01
barm owls https://uwenfacebook com/sesreh/top/Ta:
“ REFINED RESULTS 13 bam owls hity facebook.com/search/topy
DETAILS EY

G Google Searches s bam s it acebookcom/searchitopy

' e G G s 7 barm owls htty facebook.com/search/top/

ARTIFACT INFORMATION

barn owle acebookccom/searchitop) 019 25454 P
bam owls facebook.com/search/top) 019 2:55:14 PM SearchTerm  [omngs
barn owle acebookccom/searchitop) URL ttps://werw facebook.com/

search/top/7q=barn%
200wls8iepa=SEARCH_BOX

TAGS, PROFILES & MEDIA CATEGORIES

Search Engine  Facebook

Original artifact  Chrome Favicons

EVIDENCE INFORMATION

Source  JustineBeaufort.EO1 - Partition 2
(Microsoft NTFS, 199.9 GB)
Operating Sytem\Users\Justine B
\AppData\Local\Google\Chrome
\User Data\Default\Favicons

Recovery Method

Deleted source
Location  Table: faviconsfid: 9)

Table: icon_mapping(id: 75)
Table: favicon_bitmaps(id: 17)

Evidence number JustineBeaufort.E01

C) Key “Eggs” into the “search term” filter bar window, How many artifacts are shown
in Google Searches? Remember to clear filters before search.
19

File Tools Process Help

Evidence ~  Google Searches, Pars... ~ Contenttypes ~  Dateandtime ~  Tags and comments ~ Prafiles ~
FILTERS CLEAR FILTERS
batalrents - Keordlits © Sntone - Medmcasgoriston ©  MedastrbutesVCS) < Egge =
« - o o»

MATCHING RESULTS (19 of 194,998) where to buy owl eggs 2
£
- . o
MATCHING RESULTS 19 Searchleny UEL Datc/linc) Datcs JustineBeaufort.E01 o
where to buy owl eggs _ hitps//uwwwgoogle.com/searchirtz=1CICHBE.enlS. g
g
REFINED RESULTS _19 where to buy owl eggs google.com/seard CHEF_enUS., <
DETAILS EY a
[S—— googiecom i anvs. 8
how many eggs do owls lay google.com/se CHEF_enUS., 2
AARTIFACT INFORMATION 3
vhere o b o ooglecom/seach e TCTCHER e, bt
where do bam googlecom/s CHF_enUs.. Search Term - where to buy owl z
B £

where o by ol eggs cogiecon i anvs.
It ega: goog URL  httpsy//. a
how many eggs do owls lay google.com/s CHEF_enUS., www.google.com/ g
where do barn ows e CHEF_ens. e CHBF enUS8 g

where o by ol eggs ooglecom/seachtie- TCTCHER e,

how many eggs do owls ay google.com/s

XIPOKILSSAX414Vo

&q=where+to+buy
owl
+eggsBoq=wheresig

where da bam owis v

google.com/s

where to buy owl eggs google.com/searc!

how many eggs do ows lay 0 24757 PM J0i6712i0i

where da barm o

google.com/se: CHEF_enUS.. 9 2:4805 PM

131j0i
j0j0i131.5779.9999..1
where da barm o

google.com/s CHEF_enUS.. 9 2:4806 PM

how many eggs do owls lzy ‘google com/s CHEF_enUs.

where to buy owl eggs google.com/searc! C1CHEF _enUs.

wi 7j0i10.
3gnuQgbgm6Q

where to buy owl eggs google.com/searc! C1CHEF _enUs.

Original Search Query  where

Search Session Start Date/Time 3/26/2019 (]
2:47:16 PM

Original artifact ~ Chrome Favicons.
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Exercise 4. Rebuilt Webpages

14. The category of Rebuilt Webpages pulls information from the Web Cache of the
computer and attempts to reassemble all parts to display a web page as the user saw it.
Be patient, as it takes approximately 30 to 60 seconds for a page to be rebuilt and
displayed.

15. Under “Refined Results”, click on the artifact category “Rebuild Webpages™.

16. In the “search term” filter bar window, key in the keyword “pets” and click “Go”

17. Click on the page “Owls as Pets — International Owl Center”.

18. This will then display the web page as the user saw it.

Exercise Question 3

a) YIVhat browser was the user using when they went to this page?
rome

b) What date/time did the user go to this page?
3/26/2019 4:56:28pm

@ Magnet AXIOM Examine v: 310018500 - DFI_Pract_001 - X

File Tools Process

FILTERS CLEAR FILTERS
Skin tone Media categorization ~ Media attributes (VICS) pets *

« * o o»
S MATCHING RESULTS (5 of 375) -] Owils as Pets - International... 2
&
MATCHING RESULTS 66 Fauelistic JustineBeaufort.E01 §
E
<
* REFINED RESULTS 5 - e e —— M
PREVIEW £ a
& Rebuit Webpages s ]
=
¥ WEB RELATED 49 &
Keeping Ows as Pets: Ves, It&rsquors Legal | PetHel..  hitpsy/pethelpful.com [ International Owl Center 2
¥ EMAIL 10 E
g
“ DOCUMENTS 2 Owls as Pets &
g
g

El im"/—_— I
»

DETAILS 2

ARTIFACT INFORMATION

Cache RowlD 155396

Please answer all the above questions, exercise 1 to exercise 3 and submit your answers to
blackboard / Learning Resources, “Lab Exercise Folder” for class participation marks. You
document should be named as “<Name><StudentID>Lab2A”. Example: John123456Lab2A.

— End --
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